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  1Tajai. As e-commerce and technology dependence continues to grow, so will cyber-crimes and other information system risks, resulting in the growing need for IT security. Information security, which once was considered as just overhead costs, is now widely recognized as a strategic investment in business operations. The firm's enterprise risk management strategy should address all significant threats to the organization” (Herath, Herath, & Bremser, 2010, p.72-81). The security defenses are encryption, firewall, denial of service attacks, e-mail monitoring, and virus defenses. Encryption should be placed throughout the system to ensure the privacy of information. However, it is used to convert messages or digital data for a plain text, that anyone could be able to understand. Also, it’s cyphered by using a special mathematical algorithm.  
Also, encryption should be used on computers that have access to the Internet, and it is used to protect messages. “Firewalls can deter, but not completely prevent, unauthorized access (hacking) into computer networks. In some cases, a firewall may allow access only from trusted locations on the Internet to particular computers inside the firewall, or it may allow only “safe” information to pass” (O’Brien & Marakas, 2011, p.560). However, the firewall will act as a gate by only providing a password or other security code that will filter all the traffic coming in and out of the computer. It helps to prevent the virus that could be a very harmful hazard. “Denial of service assaults via the Internet depend on three layers of networked computer systems: (1) the victim’s Web site, (2) the victim’s Internet service provider (ISP), and (3) the sites of “zombies” or slave computers that the cyber-criminals commandeered” (O’Brien & Marakas, 2011, p.561).  
Also, this system is used to wash out the entire network resources. The end-user cannot access any of the essential information and that will cause problems with performance and it causes it to run slow. E-mail monitoring is what allows you to see the response times that take place between others. It allows you to see who ignored your e-mail and who responded. “Many companies are building defenses against the spread of viruses by centralizing the distribution and updating of antivirus software as a responsibility of their departments” (O’Brien & Marakas, 2011, p.564). Also, it provides a high level of ani-virus security that’s able to scan the files that use several detection techniques.  
    
2.  Brenda.    The ability to safeguard information technology in today’s competitive world is challenging.  Businesses are continually preventing hackers, spyware, employees possibly selling company information, etc. Companies must develop and implement several security management strategies and defense mechanisms to avoid these types of dilemmas.
            A process that protects all vital company property and information is an excellent description of security management (O’Brien et al., 2011).  Avoidance of most unethical predicaments is possible with the use of property security management.  However, to avoid such situations, the use of several security management programs is necessary.
            Encryption is an exceptionally effective way to protect vital information.  The use of encryption allows senders of information the peace of knowing data is kept secure.  The encryption process involves an algorithm.  Although algorithms are supposed to ensure only specific computers can interface, hackers continually develop ways to bypass such systems.  Therefore, creating an encryption system that functions on a “dual-chaotic mutual feedback encryption algorithm” (Ye et al., 2018), as suggested, is notable.
            Another security management strategy is a firewall.  A firewall prevents those who are not authorized to be utilizing a company intranet, computer systems, or router from fulfilling their request.  Some firewall systems can be as simple as pin-number or password protected. There are also firewall systems that can prevent computers from being utilized outside of specific locations.
            Although there are numerous debates about companies monitoring employee’s emails, such monitoring is an example of a security management system.  Employers must be sure employees are only downloading or sharing company information on company-owned systems.  The business does have a department dedicated to such processes (Fusi & Feeney, 2018).  Therefore, employees must be sure they are continually performing only company-related electronic communications.
            Lastly, companies must purchase virus protection software.  Virus software will help prevent hackers from injecting a program into the company’s digital system and rendering it useless.  Therefore, another security management system must perform as a backup system.  This backup system is better known as “computer failure controls” (O’Brien et al., 2011).  Possessing these types of systems will allow companies to recover more quickly if somehow a breaching disaster occurs.

